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Abstract

Methods and tools to conduct authorship analysis of web contents is of growing interest to researchers and
practitioners in various security-focused disciplines, including cybersecurity, counter-terrorism, and other fields in
which authorship of text may at times be uncertain or obfuscated. Here we demonstrate an automated approach
for authorship analysis of web contents. Analysis is conducted through the use of machine learning methodologies,
an expansive stylometric feature set, and a series of visualizations intended to help facilitate authorship analysis at
the author, message, and feature levels. To operationalize this, we utilize a testbed containing 506,554 forum
messages in English and Arabic, source from 14,901 authors that participated in an online web forum. A prototype
portal system providing authorship comparisons and visualizations was then designed and constructed in order to
support feasibility analysis and real world value of the automated authorship analysis approach. A preliminary user
evaluation was performed to assess the efficacy of visualizations, with evaluation results demonstrating task
performance accuracy and efficiency was improved through use of the portal.
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Introduction
Authorship analysis is useful in any application context
where authorship attribution is uncertain, unknown, or
otherwise obfuscated. Such occurrences often arise in dis-
ciplines such as history and criminology. Traditionally,
authorship analysis has been performed through manual
analysis. However, manual analysis has become increas-
ingly difficult with growing usage of electronic text (e.g.
e-mail, websites) and social media (e.g. forums, blogs).
Problems with manual analysis arise when processing
large volumes of text content or adapting traditional stylo-
metric analysis (e.g. handwriting style) to electronic text.
As a result, researchers have become interested in devel-
oping techniques to conduct automated authorship ana-
lysis on electronic text across various languages. By
borrowing perspectives and techniques from computa-
tional linguistics, many traditional features used to evalu-
ate authorship have been operationalized for use with
electronic texts.

In particular, there is great interest in developing
authorship visualization tools to support greater user
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accountability in online communities and social media.
The anonymity provided by the Internet makes it an at-
tractive platform for those wishing to conduct various
forms of crime, including drug trafficking, piracy, cyber-
crime, and terrorism [1-3]. Additionally, there are
several trust issues with online deception between indi-
viduals and organizations that could be mitigated with
better authentication services; visualization tools could
help deter abuse of the anonymity the Internet provides.

However, there are several basic hurdles researchers and
practitioners must overcome to perform automated author-
ship analysis. First, a corpus or data must be contained for
analysis to be performed. If attempting to conduct analysis
on social media data, data must be collected through the
usage of an API or by using an automated crawler. Second,
stylometric features must be extracted from the text to con-
duct analysis. Features must be systematically chosen, often
times by borrowing from previous research and also
through rigorous feature selection. Techniques borrowed
from linguistics are often utilized during feature extraction.
Next, there is a need for a systematic mechanism to analyze
and compare the writing styles of different authors. Differ-
ent computational techniques rooted in machine learning
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can be utilized. Finally, results must also be transformed
into informative visualizations.

Due to the growing need for automated authorship ana-
lysis and visualization tools, the Arizona Authorship Ana-
lysis Portal (AzAA) was conceived as a platform on which
analyses could be developed and assessed. The portal inte-
grates machine learning methods, a robust stylometric
feature set, and a series of visualizations designed to facili-
tate analysis at the feature, author, and message levels. It
allows identification of “extreme” jihadi authors, and also
supports analysis and comparison of author writing styles.
Additionally, for the purpose of providing a testbed for
analyses to be run against, the system contains two data-
sets from an Arabic and English forum identified to con-
tain extremist content.

In this paper, we present the AzAA portal and discuss
its relevance and effectiveness in the space of automated
authorship analysis. To do this, we first describe the task
of authorship analysis and cover previous related works.
We then move on to more deeply discuss previous works
that contributed directly to the AzAA portal’s develop-
ment. Next we provide an overview of the AzAA system
and describe the many components necessary for the sys-
tem to work. We demonstrate various case studies on
how the system is of use, and present results of a prelimin-
ary user evaluation of the portal’s text visualization func-
tion. We conclude with an outline of our next steps and
future development.

Related work

To implement a system such as the AzAA portal, a review
of important, recent works in relevant disciplines is neces-
sary. First, an understanding of authorship analysis and its
purpose must be established to provide trajectory in the
design and implementation of the AzAA portal. Next,
perspectives and methodology from previous research in
text analysis provide direction for developing and oper-
ationalizing features for authorship analysis of electronic
text. Visualizations can provide richer understanding dur-
ing authorship analysis, and thus we briefly discuss previ-
ous practices in text visualization domain. Lastly, to build
a corpus for the AzAA portal, computational approaches
based on previous works are utilized to collect, transform,
and store data from Arabic and English forums.

Authorship analysis

Authorship analysis is useful when authorship attribution
is uncertain, unknown, or otherwise obfuscated. The goal
of any such analysis is usually one of three purposes:
authorship identification, authorship characterization, and
authorship similarity detection. Authorship identification
compares a particular author’s known writings to a par-
ticular unattributed or mis-attributed document in order
to determine the level of possibility that he or she is the
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author. Traditionally, authorship analysis has been applied
to domains such as history, the humanities, criminology,
etc. Based on stylometric analysis, or the statistical analysis
of writing style, authorship analysis has grown increasingly
important to those wishing to examine the virtual space.
As more individuals access the Internet and participate in
social media, the volume of misconduct and abuse of
cyber infrastructure becomes more frequent.

Previous researchers have experimented with author-
ship analysis techniques in some virtual contexts such as
e-mail and web forums [4-7]. For example, Li et al. [6]
explored and tested key features important to identifying
authorship of online texts; Argamon et al. [8] developed
methodology to construct various “profiles” of an au-
thor’s characteristics (such as age, gender, personality)
and analyzed which features were most effective for pro-
filing each characteristic type. Similarly, Abbasi and
Chen [9] focused on stylistic features for an authorship
similarity detection experiment; they conducted a study
where authors’ identities were not known ahead of time,
but writing samples of each author could be compared
for similarity/dissimilarity to one another.

However, web content often poses difficulties for
authorship analysis as compared to traditional forms of
writing. The most often cited challenge of authorship ex-
periments with web content is the shorter length of on-
line messages, which tend to average no more than a
couple of hundred words [7]. Additionally, online mes-
sages tend to vary greatly in length, adding yet another
challenge to balanced analysis. The ability to automatic-
ally perform authorship analysis on web contents, des-
pite challenges identified in research, is of great asset to
both researchers and practitioners. A review of recent
improvements to authorship analysis on web contents
reveals that improvements have been largely grounded
in the development and use of writing style markers
(features) of electronic text, and also in machine learning
classification techniques adopted for authorship identifi-
cation and similarity comparisons.

Stylometric & text analysis

The two most important analytical techniques for author-
ship analysis of web contents are stylometric analysis and
text analysis based on machine learning approaches; both
are grounded in statistics. Stylometric analysis refers to
utilizing domain-specific features (i.e. characteristics) in
statistical analyses to compare and distinguish one text
document from another. Statistical techniques have the
benefit of providing greater explanatory potential which
can be useful for evaluating trends and variances over lar-
ger amounts of text; in particular, various multivariate
statistical approaches have been tested and shown to pro-
vide a high level of accuracy [10,11]. Similarly, recent years
have seen the usage of statistical machine learning-based
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text analysis techniques grow in authorship analysis stud-
ies [4,5,7,12]. Such techniques provide scalability and per-
formance helpful when conducting analyses on web
forum messages.

Stylometric features, or writing style features, are char-
acteristics that help in comparing and distinguishing be-
tween two documents or bodies of text. Depending on
the domain that authorship analysis is applied to, fea-
tures are categorized in different ways. In the context of
web content, text style features, HTML features, and
content-specific features are often used [9,13,14]. Text
style features generally include structural features, syn-
tactic features, and lexical features. Structural features
generally include features that describe the overall
organization of a document or text. When referring to
web content, structural features include the usage of
HTML-encoded text, which includes the ability to for-
mat text with word bolding, italics, font coloring, font
size, etc. [15]. Syntactic features refer to the sentence-
level of a document, including patterns used for formu-
lating sentences. This category often includes features
such as punctuation usage, function and stop word
usage, etc. Syntactic features have been found to be quite
useful in many different studies analyzing web content
[3,4]. Lastly, lexical features are associated with word-
level characteristics such as word frequency, vocabulary
richness, frequency, word length distribution, etc. [13].
Lexical features are particularly important as they help
establish content-specific differences among authors
when conducting authorship analysis. Keywords relevant
to different topics can be mapped to different authors
when conducting analysis utilizing lexical features.

Computational analyses of text have grown in popular-
ity with the increase of computational power available to
researchers and practitioners. Techniques such as sup-
port vector machines, neural networks, genetic algo-
rithms, and decision trees are all useful for text analysis
tasks across [4,12,14,16]. The wider acceptance of such
techniques has enabled authorship analysis to adapt to
electronic text and web contents. Machine learning pro-
vides great scalability in terms of the number of features
used for analysis, as well as the number of documents
analyzed. These benefits over other methods greatly im-
proves the authorship analysis task when applied to web
contents, as online messages are often abundant in vol-
ume, involve classification of many authors, and provide
large feature sets to utilize for analysis.

Two particular types of text analyses that are of inter-
est to authorship analysis are sentiment analysis and
affect analysis, both of which can be used to identify atti-
tudes, emotions, moods, and polarity of a document and
its author. Additionally, both analyses borrow much
from natural language processing, linguistics, and ma-
chine learning techniques [1,17,18]. The analyses, often
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implemented by automated machine learning classifiers,
are commonly used to scrutinize a text to potentially re-
veal the author’s opinions and affect state concerning
multiple items. Such opinions and affect state can serve
as additional important features that are helpful for at-
tributing authorship of text when attribution is difficult.

Text visualization

Text visualization is the representation of large amount
of text using visual metaphors [19-21]. It is concerned
with getting insight into information obtained from one
or more textual documents without users having read
those documents. Examples of text visualization applica-
tions include generating high-quality keyphrases from
text collections [22] and visualizing networks of business
stakeholders on the web [23]. Despite the importance,
scarce work is found in the analysis and visualization
using various aspects of authorship styles and features.

In the context of web content, visualizations have trad-
itionally been often used to create information concern-
ing user activity of web forums, blogs, or other social
media, allowing users to be more informed of their own
activities and also those of fellow participants [24—27].
Most of the information projected in such visuals is en-
tirely derived from participant activity patterns, and thus
there is little evaluation of actual author-message con-
tent [13]. From the perspective of authorship analysis,
activity patterns alone are not enough to accurately as-
sign attribution to text. Thus, there exists a need for vi-
sualizations which utilize the data within message
content.

Specifically, visualizations that could help researchers and
practitioners assign authorship attribution in the virtual
space would be of great asset. Visualizations can be used to
help compare different writing samples, emphasize differ-
ences between authors, etc. The information projected by
visualizations would be based entirely on the lexical, syntac-
tic, and structural features identified in the text where attri-
bution is in question.

There have been a few notable works on authorship
visualization. Some research has used statistical techniques
such as cosine similarity and principal component analysis
to visualize writing style patterns [28]. Writing style pat-
terns were rooted in word usage frequencies, and compari-
sons were drawn between authorship styles by observing
the variance between top n-gram usage among different au-
thors. Another study chose to use latent semantic indexing
based on n-gram usage for authorship visualization [29].
Essentially, patterns in the relationships between terms and
concepts contained in text are identified; this allows for in-
dividuals’ authorship styles to be represented as an eigen-
vectors (i.e. principal components), allowing for further
comparison and analysis between different authors. Further,
the use of n-gram-based visualizations referred to as
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Patterngrams can be used to compute document similarity
[30]. Later, the visualization technique Writeprint was de-
veloped as a method to visualize web content [13]. Write-
prints are useful for improving authorship identification
and attribution by identifying individuals based on their
writing style, including syntactic, structural, and lexical fea-
tures. The visualization technique accounted for each cat-
egory of features, and allowed researchers and practitioners
to view authorship styles through different lenses offered by
each feature category. The technique was also used to suc-
cessfully attribute authorship on multilingual text. Overall,
n-gram based techniques and those that account for syntac-
tic, structural, and lexical features appear to be the most ef-
fective for authorship analysis of web contents.

Data collection & processing

To conduct authorship analysis and visualization of web
content, data must first be collected and processed for
use in research. Many recent studies utilizing web-based
content commonly make use of automated crawlers for
data collection [31,32]. Automated crawlers allow for
large amounts of text to be collected very rapidly when
compared to manual approaches. After web pages con-
taining text are collected, automated parsers and feature
extraction programs can be developed to strip relevant
text out of web pages and compute feature usage values
[3]. Feature usage values are often times stored perman-
ently in a database and/or transformed into vectors for
further analysis utilizing statistical techniques.

The AzAA portal

The AzAA portal was initially designed as an extension of
the Dark Web Forum Portal (DWEP), a large archive of
international terrorist and extremist web forums. The
DWEP containing over 15 M messages in several different
languages and supports search and analysis over a dataset
of archived forum postings [13,32,33]. Currently, searching
and browsing functions, multilingual translation, and social
network analysis are supported, but the most recent version
of the DW portal did not include the ability to perform
authorship analysis, which can be important both for cyber-
crime investigation and counter-terrorism [34,35]. The
AzAA portal was designed and implemented to fill this
gap and provide additional tools for researchers and
practitioners.

Research testbed and feature Set

The AzAA portal was conceptualized to help support
identification of “extreme” authors of postings in forums
from the Dark Web Forum Portal. The portal was de-
signed to allow comparisons of writing samples from
multiple authors, helping users identify differences and
similarity in authorship style. A design framework for
the portal can be viewed in Figure 1.
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To construct our data set, automated crawlers were
employed. We utilized a popular web crawling package
called Offline Explorer, but any similar crawling software
would work. The crawling program was used to auto-
matically collect web pages from identified Dark Web
forums, or forums that contain potentially dangerous,
extremist contents. Two forums were selected for ana-
lysis; forum contents were in English and Arabic, re-
spective to each forum. After collection, text parsing
programs were written in Java to extract relevant mes-
sage data embedded within collected web pages. Ex-
tracted messages could be further processed to develop
lexical, syntactic, and structural features for authorship
analysis. Messages are also used to identify extreme au-
thors through their language usage.

By referring to past research, we were able to identify
a total of 4,000 lexical, syntactic, and structural features
to extract for authorship analysis. Lexical features in-
cluded words and terminology that may indicate poten-
tially extremist contents. User messages can be broken
into word vectors, which each unique word mapping to
a unique feature that may help with authorship identifi-
cation [9]. Additionally, as many features can be derived
from author messages, lexical features compose the ma-
jority of the 4,000 features used in our research. Struc-
tural features of web content generally consist of usage
of HTML; relevant features include image usage, hyper-
link usage, font colors, font type, font size, text align-
ment, text bolding, italics, etc. Extracted syntactic
features included punctuation usage, sentence patterns,
etc.

In the interest of performing analysis on “extreme” au-
thors, it is useful to measure author sentiments and
affect states as a text analytics-based approximation
[36,37]. Thus, we perform sentiment and affect analysis
using a J48 classifier [37,38]. We extract content-specific
features based on feature frequency and classifier infor-
mation gain. Such features include religious/cultural
terms, sentiment cues, and words associated with vio-
lence, anger, hate, and racism [36—38]. These techniques
provide some means for identifying authors with the
highest sentiment and affect intensities for anger, vio-
lence, hate, etc. to be identified and selected through fil-
ters. In prior benchmarking, the method has yielded
affect intensity mean percentage errors of 5% or less on
similar Dark Web forums [36]. Thirty of the authors
with the highest average intensities for these affect clas-
ses (as well as a minimum of 100 postings) were identi-
fied by the classifier. This approach undertaken is
consistent with prior work on the use of affect/sentiment
analysis to identify highly relevant forum members in
the Dark Web [36-39].

All authors do not necessarily have a unique pattern,
however; some exhibit writing patterns that are erratic
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Figure 1 Authorship analysis design framework. Web forum pages are collected, with relevant data extracted and archived in a database.
Features are generated from author messages, which are used for both author feasibility testing. Extreme authors are chosen based on affect
analysis; identified authors are then tested for their feasibility in this experiment, as not all authors have unique writing styles. Authorship analysis
is then performed using a decision tree classifier. Test results are then evaluated.

and/or include considerable reposting, quoting, plagiar-
ism, non-sequiturs, short responses, etc. To evaluate the
author selection, feasibility analysis was conducted to
determine which authors were detectable. The latest 100
posts for each of the 30 identified authors were used for
evaluation purposes. Recent postings were selected to
avoid writing style changes that may occur naturally over
time. For each author, 50 messages were used for classi-
fier training and the other 50 are for testing. The author-
ship analysis methods employed were similar to ones
utilized in prior studies using supervised machine learn-
ing classifiers such as a multi-class decision tree and
established stylometric identification feature sets encom-
passing lexical, syntactic, structural, and content-specific
attributes [4—7]. Only authors for which at least 90% of
test messages were correctly classified were retained in
the AzAA portal. The rational being that if the underlying
patterns/insights and descriptive analytics are only mean-
ingful if the associated classification performance is high.
Consistent with prior work, using all three feature sets to-
gether (text style, HTML, and content-specific features)
for authorship identification yielded the best overall per-
formance, with over 90% macro-level accuracy [5,7].

System architecture

The AzAA portal is operationalized with many modern
technologies and computing standards. At the core of the
AzAA portal is an Apache webserver with Tomcat for
JavaServer Pages support. Both of these Java applications
are open source software created and maintained by the
Apache Foundation. We employ the traditional Model-
View-Controller (MVC) perspective for implementing the
AzAA portal. In particular, we make use of the Struts2

Framework and Spring framework, two popular enterprise-
level open-source frameworks, were adopted for scalability,
flexibility, compatibility, and extendibility. With these two
frameworks, we can easily apply the MVC perspective, thus
allowing the portal to be more easily integrated into other
local projects sharing the same frameworks. The front-end
design (i.e. “view”) and implementation were through JSP
and HTMLS5 elements such as Javascript (JQuery and Boot-
strap), HTML and CSS. Feature extraction and analysis (i.e.
“model”) for each author is calculated and stored in a
Microsoft SQL Server database for quick recall at run-time.
A NoSQL server for storage is also a viable alternative. The
interface allows the user to quickly select various visualiza-
tions to view data through, supporting the controller func-
tionality of the MVC perspective.

Use of the AzAA portal
Use of the AzAA portal allows for easy and quick ana-
lysis of authorship styles. Specifically, the AzAA portal
provides users with multiple perspectives and visualiza-
tions for viewing different data, and comparisons be-
tween authorship styles can be performed with minimal
input required on part of the user. An integrated tool to
help support the identification of extreme authors OHere
we showcase and detail portal functionality.

When users log into the system, they are greeted with
a welcome screen from which a user may select how to
proceed. The welcome screen contains text to introduce
the user to the system and to explain different ways to
use the system. At this point, the user may choose to
view authorship styles at an author-level or message-
level perspective (Figure 2). Both perspectives ultimately
display the similar data to users, but offer more focus on
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Authorship Portal = Home

Introduction

This project aims to serve as a prototype system for
searching and displaying authorship signatures (features)
and messages for the TurnTolslam forum, a selected
English Dark Web Jihadi forum collected by the Artificial
Intelligence Lab at the University of Arizona. This system
enables users to identify the lexical, syntactic, structural
content-specific, and idiosyncratic attributes for a selected

subset of authors

Usage Instruction

forum

Author Perspective

Browse included data by author names

Feature Perspective

used to analyze author writing styles

Message Perspective

Three perspectives have been created to allow users to

view data and analysis of authors from the TurnTolslam

View data through the perspectives of various features

Browse data by the messages included within our system

Figure 2 On the authorship analysis welcome screen, users can start with the Author or Message Perspective.

observing author postings at a cumulative level and at
an individual-message level.

In the Author-Based Perspective, users can view the
authorship styles of individual forum participants captured
within our dataset. The author-based perspective is espe-
cially useful for identifying which authors use specific
stylometric features the most (Figure 3). On this screen,
users are presented with some author information as well
as options to proceed. Users are initially presented with
columns containing ranked lists of author feature usage
for feature categories such as affect words, HTML fea-
tures, content features, etc. Users can select to keep the
columns in a simple summary view, or choose a more de-
tailed heatmap view (Figure 4) for deeper scrutiny. Users
also are supplied with dropdown menus to select two au-
thors for which to compare authorship style.

Visualizations provide quick context on author stylo-
metric features. Heatmaps (Figure 4) can show differ-
ences in data by coloring data points in various shades
to show frequent feature usage. The darker and more in-
tense shades used to color datapoints are representative
of greater feature usage or frequency. For example,
Figure 4 shows a portion of the heatmap where authors
are sorted by their usage of racist terminology. A gradi-
ent is formed that visually presents feature usage per au-
thor, relative to other authors. The user Muharram23
has the most intensely shaded cell for the racism feature,
and thus we can conclude from this visualization that

this author uses racist terminology the most frequently
out of all authors in our dataset.

From the author-perspective, users can also select to
directly compare the authorship styles of two authors.
Users are presented with a table comparing authors
through individual feature-level comparisons (Figure 5),
while also generating a radar chart to summarize author-
ship differences and similarities for the user (Figure 6).
Comparison of authors on the individual-feature level is
particularly useful if the user of the system is interested
in evaluating how some particular authors differ on a
specific subset of features. If the user of the system has
very focused questions, this perspective to view author-
ship differences may be useful.

Conversely, the radar chart shown in Figure 6 is more
suited for providing fast, high-level summaries of
authorship style comparisons. In our examples, we com-
pare the author Muharram23 against the author Broth-
er4ever. Differences for various stylometric features can
be seen in Figure 5, while Figure 6 highlights differences
across the major feature categories. The radar chart sup-
ports such comparisons at both the feature category and
subcategory level. Here we show a comparison at the
subcategory level betweenMuhahrram23 and Brother4-
ever. Muharram23 uses a great deal of racist terminology
within his messages; conversely, Brother4ever appears to
discuss a wider range of topics, particularly religion and
culture.
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Figure 3 A portion of the Author Perspective screen showing which authors use which stylometric features the most. (1) Authors are
ranked by feature usage across multiple feature categories. (2) Users can select a summary perspective which displays users in a simple ranked
list, or a more detailed heatmap view. (3) Users can choose to directly compare the authorship styles of two authors.

j | compare @

Users may also browse the raw message contents in their
original form or plaintext form, supported by feature
highlighting within messages. To do this, users must switch
from the author-perspective to the message-perspective,
which can be performed as seen in Figure 2. When users
select the message-perspective, they land on a screen in
which they can select authors from a drop-down menu to
view individual messages of. We select the user ‘Ahmed ibn
Ibrahim’ as an example to walk through this section of the
system; after choosing the ‘Ahmed ibn Ibrahm’ via the au-
thor drop-down menu, the page is populated with a list the
author’s messages (Figure 7). From here, one can select to

view a message in plain text or with its original HTML for-
matting. Additionally, users may also employ a series
highlighting tools to easily identify specific features within
messages.

Feature highlighting within text can help draw user at-
tention towards more interesting aspects of authorship
style. It is particularly useful for aiding in quick identifica-
tion of lexical features. In Figure 8, one of the author’s
messages has been selected for viewing, and many feature
highlighting options have been toggled on. Specifically,
some affect-related features that imply hate, violence,
anger, etc. on part of the author are highlighted in the

muharram23 08/28/2007

C e e

Amir_of_spain_B 10/13/2010 0.0004 0.0006
Rashadi 02/23/2009 0.0007 0.0003
Akilah_B 03/23/2009 0.0007 0.0002
islamirama_B 10/20/2011 0.0002 0.0004 Il 0.0059 0.0007
Raihan 07/20/2007 0.0003 0.0005 0.0022 0.0122 0.0011
sandra canada 07/06/2008 0.0001 0.0008 0.0021 0.0348 0.0009
abdul-aziz 11/23/12010 U] 0.0001 0.002 0.0169 0.0005
Rashadi B 01/28/2010 - 0.0007 0.0017 0.0234 0.0012
brighten 11/08/2006 0.0001 0.0004 0.0012 0.0244 0.0007
brotherdever 02/20/2007 0.0003 0.0003 0.0011 0.0452 0.0004
BintMuhammad 10/31/2006 0.0003 0.0004 0.0009 0.0253 0.0004
BintMuhammad_B 11/02/2011 0.0001 0.0002 0.0009 0.0209 0.0001

Figure 4 The “Heatmap view” (here showing usage of racist terms) provides a comprehensive overview of which features are the most
distinctive for each author, listed in rows. The darker and more intense shades indicate greater usage.
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fight ‘Affect Words Viclence brotherdever 0
toture  AffectWords  Viclence muharram23 0.0002
war ‘Affect Words Viclence muharram23 0.0004
% Text Style Special Characters. muharram23 0.0001
_ Text Style Special Characters. muharram23 0.0002
Text Style Special Characters brotherdever 0.0001
[ Text Style Special Characters. brotherdever 0.0001
alaykum  |Content Specific Social and Communities  muharram23 0.86
BISMILLAH |Affect Words  |Religious brotherdever 0
alaikum Affect Words  Religious brotherdever 0

differences in individual feature expression between authors.

ub-category [Dominant Autho:. [Mean Usage for muharram23 ~ [Mean Usage for brotherdever
0 0

Figure 5 Feature-level comparisons between two authors, Muharram23 and Brother4ever. This type of comparison is useful to identify
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message with “warm” tones (i.e. red, orange, pink). Features
indicating content about topical associations including reli-
gion, education, politics, daily life, etc. are highlighted in
“cooler” tones (i.e. blues, greens, purples). The interface also
provides a simple within-message search, assisting users in
locating specific keywords in lengthy messages.

As with any system development, it is helpful to con-
duct user studies in order to evaluate the effectiveness,
usefulness, and usability of a system. To measure the value
and effectiveness of the Authorship Portal, we conducted
a user study with 31 participants. The overall goal of the
experiment was to evaluate the performance of the portal’s
visualization functionalities, including feature highlighting

on the message-level, the stylometric feature radar chart
for author-level comparisons, and the stylometric heatmap
found within the author-perspective.

A. Experimental Setup

As described previously, the authorship analysis task is
useful in any context where authorship attribution is un-
certain. Traditional authorship analysis has relied on
manual analysis of text and writing style, but manual
analysis does not effectively scale to large Internet-based
datasets. In the context of identifying extreme authors
within virtual communities such as web forums, manual

~

Comparing Two Authors
Author 1: muharram23(181A)
Author 2: brotherdever(239A)

muharram23 brotherdever Median

-

(@) T - Word-LeveFUaARass - Hate
T - Word Length Distribution A - Miscelaneous
Category T - Vocabulary Richness A - Racism
® T-Soeeialcnamms:w;“.; R8s A~ Religious
Sub-Category T - Punctuation \ A-Violence
¥ D 7] D H T - Letters C YBusiness and Economy

T-Funmand% 5
T-Cllaﬂcw{lvlﬂ.e:ﬁ:crarlr
H - Link Features ©
H - Image Files \

H-ImageEnensio;ls,

H - Image Display 2

H - HTML Tags
H - Font Types. f G - Religion and Faith
H - Font Szes © - Social and Communities

C‘-;antris:ndﬁam
c -E;gcaﬁonandTmhnologies
€ “Health and Nutrition
€ - Misc.
cE-c;miuuswamm
3C - People and Life

C - Poiitics and Events

- Fort o s iebianTa Festres

Figure 6 The radar chart visualization of the authorship styles of Muharram23 and Brother4ever. This visualization is particularly useful for
quick summaries that highlight the main differences and similarities in authorship style between two authors.
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Author- | Ahmed ibn Ibranim j

Message List Message Text  Message HTML

j entries

show | 10

Search.

1 just wanted to drop a quick note to you guys to let you know that |
and Peace be with You as well, sister Pilgrim .-D Welcome to the
hana, | make me laugh. that was made up by the way - boy, | have an
therefore, when you are a Muslim, there are only two possible means to
tears of joy sireaming down my face:: This is INDEED a beautiful piece of
tears welling up in my eyes for joy - It's true. They are. | feel them
tears welling up in My eyes:: Oh sister, welcome! You are most welcome
bananabb2in: This is my wife-to-be and my 3rd day of Ramadan: | knew this
ahhaha, | could have swom | edited that to make it 'brother' - perhaps

Allah is watching; Believers know that there are two plans unfolding

authorship style.

Figure 7 System users can view individual messages of specific authors via the message-perspective feature of the portal. By selecting
an author through the drop-down menu, users can view a list of messages written by the author. Users can then select individual messages to
read in plaintext or with original HTML formatting, supported by feature-highlighting tools to draw attention to various aspects of

[Affect Words:

[IReligious
[Anger
[JRacism
jM\SCEHZﬂeOI.IS

[Content Specific
[Health and Nutrition

09/19/2006

[“IReligion and Faith
09/24/2006 [IOpinions and Attitudes
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0912412006 TCEREES

[ISocial and Communities
0972412008 (IPolitics and Events
00/30/2006 [Jeusiness and Economy
09/25/2006 [JFunction Words:
00/26/2006
00/26/2006

analysis techniques are difficult and time-consuming to
use. In these cases, automated analyses and integrated
tools such as the AAzA portal can help practitioners
conduct authorship analyses much more quickly at a
greater scale. Further, systems such as the AAzA portal
can help support practitioners by allowing for various
visualization techniques and pre-programmed analyses
that can be quickly executed. However, during and after
an integrated tool to support authorship analysis, it is
useful to evaluate the effectiveness of the tool in helping
complete authorship-related tasks. In our case, the
AAzA portal should be evaluated for its effectiveness in
helping users identify the writing styles of different ex-
treme authors.

The study participants were undergraduate students
at different stages of their academic curriculum. The
participants were tasked with using the portal to answer
a series of simple questions pertaining to authorship
style of specific authors within our dataset. The purpose
of such tasks is intended to help evaluate performance
of the portal in identifying and comparing “extreme” au-
thors that are present on TurnTolslam online forum.

We adopted a one-factor repeated-measures approach
in our experimental design, which has been shown to
demonstrate a greater precision than designs that em-
ploy only between-subjects factors [40]. Each subject
used the Authorship Portal to answer two sections of
questions and then provide ratings on a number of

Author:  Ahmed ibn Ibranim j

Message List ~ Message Text  Message HTM

j entries

show 10

Search

realize they are critical to his growth in life and that you must concider respecting them.

Truth in Life it is difficult for us to contain ourselves and | beg your understandings. =)

At any rate, I will give you some advice. It is each and every human being's responsiblity on this planet to respect their mother and father to
the UTMOST they possibly can. Failure to do this will result in a variety of fi@8lj consequences; take it from me. ;-) However, if you truly feel
Aliah tugging on your heart you musin't allow your parents to hinder your own personal spiritual quest. Ask their permission to at very least
explore what Islami is about, to attend a few prayers at the Mosque, and to see wha brings such life to your husband-to-be's &yes for
yourself. If Hinduism is indeed the correct path in this life, your parents should have nothing fo fear in your wanting to figure out just what
this [8lam thing really is and how it relates/compares to HindUism. At least that way you are respecting them, but also they are affording you
some personal and spifitual respect also. Don't just take it from the Brothers and Sisters here, look into it for yourself and THEN decide. =)

Something else about your Muslim friend - If you love him as you say you do, you must fESiSt the pleasures of the flesh before marriage. in
Islam, there is no such thing as Boyfriend/Girlfriend and for a very good reason: to protect you both. With a girlfriend/boyfriend situation.
there are no lasting guarentees. If you connect with that person for “love”, the next day you can do something that person is not pleased
with and just as quickly cause them to fall out of love with you and then i's all over. But when you love someone and SHaré the same values
(spiritual ones especially) as them - there you will find true happiness and a lasting relationship that won't feel "wrong”. This is why Islam
recommends getting married as soon as possible, as well as to avoid any sinful thoughts or actions. If these ideas seem alien to you.

InshaAllah you will find this website a wonderful tool on your quest to Islam, and the Brothers and Sisters here very tolerant and helpful. We
will of course try to respect that your beliefs are currently not quite the same as our's__. but when you feel and know and experience the

Figure 8 Message-perspective view with original HTML formatting and feature highlighting.
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statements and their demographic data in a third sec-
tion. In one of the first two sections, the participant used
the portal’s visualization functionality to answer the
questions while in the other section the participant did
not use the functionality. The subject used the portal to an-
swer two or three questions in the section’s three parts.
When allowed to use the portal’s visualization feature, the
participant would be able to use the portals feature
highlighting, authorship comparison spider chart, and stylo-
metric heatmap in the section’s three parts respectively. A
sample question in Part 1 is “How many times do “Opin-
ions and Attitudes” words appear in the message?” A sam-
ple question in Part 2 is “Between BintMuhammad and
Raihan, which author has a higher usage of affect words?”
A sample question in Part 3 is “Which author has the high-
est usage of “Politics and Events” content in their authoring
of forum messages?” Two different sets of questions were
used in the two sections.

The whole experiment took about 60 minutes. In the
first 10 minutes, a participant was given a tutorial in
which the experimenter guided the use of the portal’s
functionality. Then the participant worked on the two
sections of questions as described above (approximately
20 minutes per section). The order of using or not using
the portal’s visualization features (i.e., treatment vs. con-
trol) was assigned randomly to each participant to re-
move any bias on the results due to learning effect. The
assignment of question sets (i.e., Set 1 or Set 2) was also
random. Each question set contained identical items,
but the order of items was changed. These two random
assignments created four scenarios (T1-C2, T2-C1, C2-
T1, and C1-T2 where “T” stands for “treatment,” “C”
stands for “control,” and the two numbers stand for the
respective sets of questions). A participant is thus ran-
domly assigned to one of these four scenarios. Upon fin-
ishing the two sections of questions, the subject filled
out a short questionnaire asking them to rate (on a five-
point Likert Scale) their perception on the u6sability of
the portal’s visualization functionality and to provide
demographic data.

The thirty-one participants were undergraduate stu-
dents (20 males and 11 females) enrolled in a business
software application course or a business statistics
course offered by a regional university in the United
States. The students were primarily college-age (be-
tween 18 and 25 years old), with an average age of
22.98 years old.

B. Performance Measures

1) Accuracy: The accuracy of the task performance was
measured by how close the subject’s answer was to
the correct answer (for tasks in in Part 1 where a
number was expected), as shown in the following
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formula. The accuracies in all tasks in Part 1 were
averaged to obtained an overall accuracy of that
part.

. |Correct Answer—Subject’s Answer
Accuracy = 1- min |

)

For tasks in Parts 2 and 3 where written responses are ex-
pected, the accuracy was calculated by averaging the cor-
rectness of each task’s performance (correct response = 1,
incorrect response = 0).

Correct Answer

2) Efficiency: The efficiency was measured by the time
elapsed (in minutes) between the beginning of a task
and the completion of the task.

3) User Rating: The user rating was measured in a five-
point Likert Scale, where 5 means “strongly agree”
and 1 means “strongly disagree.”

C. Hypothesis Testing

We are interested in testing these hypotheses about the
accuracy and efficiency of the Authorship Portal.

H1. The Authorship Portal’s feature highlighting
function enables users to achieve a significantly higher
accuracy in authorship analysis (counting and relating
category-specific words) than not using the function.

H2. The Authorship Portal’s feature highlighting func-
tion enables users to achieve a significantly higher effi-
ciency in authorship analysis (counting and relating
category-specific words) than not using the function.

H3. The Authorship Portal’s authorship comparison
spider chart function enables users to achieve a signifi-
cantly higher accuracy in authorship analysis (comparing
authors’ use of category-specific features, sub-category
features, and similarity of authors’ writing profiles) than
not using the function.

H4. The Authorship Portal’s authorship comparison
spider chart function enables users to achieve a significantly
higher efficiency in authorship analysis (comparing authors’
use of category-specific features, sub-category features, and
similarity of authors’ writing profiles) than not using the
function.

H5. The Authorship Portal’s stylometric heatmap func-
tion enables users to achieve a significantly higher accur-
acy in authorship analysis (identifying authors’ usage of
category-specific features and sub-category features)
than not using the function.

H6. The Authorship Portal’s stylometric heatmap func-
tion enables users to achieve a significantly higher effi-
ciency in authorship analysis (identifying authors’ usage
of category-specific features and sub-category features)
than not using the function.
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D. Experimental Results

The accuracy and efficiency of task performance using
the Authorship Portal’s visualization functions are generally
higher than those without using the visualization functions.
Table 1 shows the detailed performance levels and the
mean differences in all three parts of each section (using or
not using visualization). The figures show that the partici-
pants achieved higher efficiency in all three parts of the
study, and obtained higher accuracy in all parts (except 1b)
when they used the visualization functions of the Author-
ship Portal.

Statistical tests of the differences between using and not
using the visualization functions of the portal indicate sig-
nificance at most parts of the study (alpha error = 0.05).
The columns labeled “p-value,” in Table 1 show that the
participants achieved significantly higher accuracy in an-
swering the questions of Parts 2a, 2b, 2c, 3a, and 3b when
they used the Authorship Portal’s visualization functions.
Therefore, hypotheses H3 and H5 were confirmed. We be-
lieve that the portal’s spider chart and stylometric heatmap
provided accurate comparison of the authorship features,
thus contributing to the significant results. The columns la-
beled “p-valueg” in Table 1 show that the participants used
significantly less time in answering the questions in all parts
when they used the Authorship Portal’s visualization func-
tions. Therefore, hypotheses H2, H4, and H6 were con-
firmed. We believe that the portal's spider chart and
stylometric heatmap functions helped participants to
quickly identify the information they needed to answer the
questions, thus contributing to the superior efficiency. On
the other hand, hypothesis H1 was not confirmed, even
though participants obtained a higher accuracy in Part 1a
on average when using the portal’s feature highlighting. We

Table 1 Accuracy and efficiency of task performance
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believe that it was because participants were able to count
the category-specific words accurately in simple messages
even without using feature highlighting of the portal. How-
ever, more complicated tasks such as comparing author
style and identifying feature usage among all authors were
shown to be more difficult that they must rely on advanced
functions such as the Authorship Portal’s visualization in
order to achieve significantly higher accuracy.

Subjects rated the Authorship Portal very highly.
Table 2 shows their ratings on three statements related
to the three visualization functions of the portal. All
these ratings are close to the maximum of 5 (strongly
agree) along a Likert Scale. In particular, the mean rating
of the Authorship Comparison Spider Chart is the high-
est (4.81) among the three, showing subjects’ preference
toward a novel visualization of the different writing fea-
ture values.

E. Discussion and implication

The highly positive results shown in the experimental
findings illustrate the power of the Authorship Portal’s
visualization functions. Using these functions, subjects
were able to achieve higher accuracies (in Parts 2 and 3)
and efficiencies (in all parts) than using only ordinary
message browsing. These results demonstrate a high us-
ability of the portal in supporting authorship analysis.
The portal can possibly save analysts’ time and enhance
accuracy in understanding online messages related to ter-
rorist activities. Considering the increasing use of forum
data and social-media-based analysis in security informatics
(e.g., [41]), this study provides new empirical findings to
confirm the usability and efficiency of using visualization in
authorship analysis. The results should be relevant to

Pt. Task (related function of the portal) A(V) A(~V) Diff, p-valuep E(V) E(~V) Diffe p-valueg

1a Counting category-specific words (feature highlighting) 083 0.77 006 04367 145 445 —3.00 0.0020 **

1b Relating category-specific words (feature highlighting) 046 047 -001 09286 190 274 —0.84 0.0084 **

2a Comparing authors’ use of category-specific features 090 048 042 0.0007 ** 181 461 —2.80 0.0000 **
(spider chart)

2b  Comparing authors’ use of sub-category-specific features 094 068 026 0.0090 ** 155 281 —1.26 0.0001 **
(spider chart)

2c  Comparing similarity of authors’ writing profiles (spider chart) 1.00  0.81 019 00118 ** 200 316 —1.16 0.0061 **

3a Identifying authors' usage of category-specific features 094 032 062 0.0000 ** 152 403 —2.51 0.0000 **
(stylometric heatmap)

3b Identifying authors' usage of sub-category-specific 090 0.19 0.71  0.0000 ** 132 442 -3.1 00075 **

features (stylometric heatmap)

Note:

A(V) = Mean accuracy of task performance using visualization.

A(~V) = Mean accuracy of task performance without using visualization.
Diff, = Mean difference of A(V) — A(~V).

E(V) = Mean efficiency of task performance using visualization (in minutes).

E(~V) = Mean efficiency of task performance without using visualization (in minutes).

Diffe = Mean difference of E(V) — E(~V) (in minutes).
**p < 0.01.
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Table 2 Subjects’ rating of authorship portal
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Statement Mean rating  S.D.
| find the feature highlighting of the Authorship Portal to be more useful in identifying message features than manually 4.68 0.54
reading the forum messages.

I find the authorship comparison spider chart of the Authorship Portal to be more useful in comparing authors’ writing than ~ 4.81 048
manually reading and comparing the authors’ messages.

| find the stylometric heatmap of the Authorship Portal to be more useful in feature usage than manually reading the forum  4.74 0.51
messages.

terrorism and informatics researchers, visualization users,
and security practitioners.

Conclusions and future work

The Arizona Authorship Analysis (AzAA) Portal was de-
veloped primarily to support efforts in authorship ana-
lysis for terrorism research, cybercrime investigation,
and intelligence analysis. Presently, the portal supports
identification of “extreme” authors, as well as compari-
son of authorship styles between authors to reveal
writing style similarities and differences. Additionally,
sentiment analysis incorporating various lexical features
was operationalized via a machine learning classifier for
deeper analysis. Results of such analysis were useful for
formulating the web-based visualizations that serve as
graphical summaries of authorship styles. Other useful
functions such as message searching, message browsing,
and feature highlighting were also implemented within
the system interface, allowing users to explore authors’
styles from a variety of perspectives and contexts.

A user evaluation was designed and executed to meas-
ure the effectiveness and performance of the AzAA portal
in assisting with authorship analysis. Specifically, user
evaluation participants were asked to complete a series of
tasks involving use of portal text visualizations. Evaluation
results demonstrate that the visualizations support greater
task efficiency and accuracy for task performance. The
AzAA portal demonstrates potential to possibly save ana-
lysts’ time while also enhancing understanding of online
messages related to potential terrorist activities.

Future efforts on the AzAA portal will include the oper-
ationalization of a larger testbed for investigation with the
system. As large-scale, big data analysis has become an
important topic in similar research, it is important to con-
sider how the AzAA portal can be extended to handle lar-
ger authorship analysis tasks. Technical components of
the authorship analysis algorithm itself may be also be im-
proved; for example, the current decision tree classifier
may be replaced with a more scalable SVM classifier in
the future [2]. More types of visualizations can also be de-
veloped to add value and aid in the process of authorship
analysis. Finally, further evaluation of the system’s efficacy
for authorship analysis tasks is always valuable for finding
new directions in which to improve the AzAA portal.
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